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Abstract 
Critical infrastructures in the power generation sector such as smart grids and power transmission 
systems have become increasingly vulnerable to cyber-attacks from state and non-state actors for 
reasons such as information espionage, corporate theft, ideological e.g. nationalistic differences and 
socio-political activism. According to various studies, since 2009, the global energy, oil, and 
petrochemical sectors have been specifically targeted in a series of concerted cyber-attacks. Against 
this backdrop, Mr Lim Minhan will provide an overview of the state of cybersecurity vulnerabilities in 
the power sector, drawing on recent examples and cases of cyber-attacks on the utilities and power 
grids e.g. United States, Ukraine etc. Mr Benjamin Ang will discuss the threat vector and risks 
landscape in ASEAN and the implications on the region’s energy security, while Mr Gui Swee Hee will 
discuss the resilience framework that could be implemented by the state and the industry. Mr Kunal 
Sehgal will discuss how intelligence can be used to forecast and mitigate threats, even before they 
become a concern to the organisation. Finally, Mr Ivan Lee will provide a commentary on the overall 
theme of the conference and identify the policy issues, gaps and opportunities for intra and inter-
state cooperation. 
 
Programme 
1.30pm  Registration 
 
2.00pm  Welcome Remarks 
  Professor Ang Beng Wah 
  Executive Director 
  Energy Studies Institute 
  National University of Singapore 
 
2.10pm  Opening Remarks 
  Professor Hoang An Quoc 
  Ho Chi Minh City University of Technical Education, Viet Nam 



 
 
 
  On behalf of Mr Tran Nam Tu 
  Chairman of Sub-Committee on Sustainable Energy Research 
  ASEAN Committee on Science and Technology; 
  Deputy Director General 
  Science, Technology and Environment Department 
  Ministry of Education and Training, Viet Nam 
   
2.20pm  Cybersecurity vulnerabilities in the global power sector 
  Mr Lim Minhan  

Director, Forensics 
KPMG Services Pte. Ltd. 
 

2.50pm  Cybersecurity threats and risks landscape in the ASEAN power sector  
Mr Benjamin Ang 
Senior Research Fellow 
RSIS-CENS Cyber and Homeland Defence Programme 
Nanyang Technological University, Singapore 
 

3.20pm  Tea-break & Group photo-taking for speakers and organisers (conference room) 
 
3.50pm  Developing cybersecurity resilience in the power sector 
  Mr David Ong 

Chief Executive Officer 
Attila Cybertech 

 
4.20pm  Going beyond Defence in Depth… Become Proactive! 
  Mr Kunal Sehgal 
  Managing Director 
  Global Resilience Federation, APAC 
 
4.30pm Commentary: Cybersecurity vulnerabilities and mitigation strategies for the power 

sector in ASEAN 
 Mr Ivan Lee 
 Deputy Director 
 iTrust Center for Research in Cyber Security 
 Singapore University of Technology and Design 
 
4.45pm Panel discussion and Q&A 
 Chair: Dr Philip Andrews-Speed 
 Senior Principal Research Fellow and Head 
 Energy Security Division, Energy Studies Institute 
 National University of Singapore 
 
5.25pm Closing remarks 
 Dr Philip Andrews-Speed 
 
5.30pm The End 

. . . . . . . .  



 
 
 
Biography 
 
Conference Chair 
 

Dr Philip Andrews-Speed 
Senior Principal Research Fellow, Head 
Energy Security Division, Energy Studies Institute 
National University of Singapore. 
 
Philip Andrews-Speed is a Senior Principal Fellow at the Energy Studies 
Institute, National University of Singapore (NUS). He has 35 years in the 
field of energy and resources, starting his career as a mineral and oil 
exploration geologist before moving into the field of energy and resource 
governance. Recent books include The Governance of Energy in China: 
Transition to a Low-Carbon Economy. Philip is the Principal Investigator for 

the NUS research project Policy and Law for Nuclear Safety and Security. 
 
Speakers and Panellists 
 

Mr Lim Minhan 
Director, Forensics 
KPMG Services Pte. Ltd. 
 
Minhan is a director in the KPMG and leads the operational technology and 
maritime cybersecurity practices. Developing deep industry knowledge and 
studying cyber-attacks on critical infrastructure are important aspects of 
his work, as his work straddles across field assessment, cyber response, 
programme management, as well as strategic consultancy. His diverse 
experiences stemmed from more than 20 years of military service, the 

majority of which was spent leading cybersecurity operations, strategic planning, drafting policies, 
and implementing technologies in the cyber and OT security domains. Before joining KPMG in 2017, 
Minhan founded a cybersecurity firm providing a wide range of IT security services for government, 
MNCs and SMEs. 
 

Mr Benjamin Ang 
Senior Research Fellow 
RSIS-CENS Cyber and Homeland Defence Programme 
Nanyang Technological University 
 
Benjamin Ang is a Senior Fellow in the Centre of Excellence for National 
Security (CENS) at RSIS. He leads the Cyber and Homeland Defence 
Programme of CENS, which explores policy issues around the cyber 
domain, international cyber norms, cyber threats and conflict, strategic 
communications and disinformation, law enforcement technology and 
cybercrime, smart city cyber issues, and national security issues in 

disruptive technology. Prior to this, he had a multi-faceted career that included time as a litigation 
lawyer arguing commercial cases, IT Director and General Manager of a major Singapore law firm, 
corporate lawyer specialising in technology law and intellectual property issues, in house legal 
counsel in an international software company, Director-Asia in a regional technology consulting firm, 
in-house legal counsel in a transmedia company, and senior law lecturer at a local Polytechnic, 
specialising in data privacy, digital forensics, and computer misuse and cybersecurity. 



 
 
 
Benjamin graduated from Law School at the National University of Singapore and has an MBA and 
MS-MIS (Masters of Science in Management Information Systems) from Boston University. He is 
qualified as an Advocate and Solicitor of the Supreme Court of Singapore and was a Certified Novell 
Network Administrator back in the day. He also serves on the Executive Committee of the Internet 
Society Singapore Chapter. 

Mr David Ong 
Chief Executive Officer 
Attila Cybertech 

David Ong has over 20 years of professional experience and is 
widelycrecognized as an active professional in process automation safety 
industries. He is a CFSE (Certified Functional Safety Expert) and He has 
obtained his MBA from the University of Louisville in 2002. He is also a 
member of the advisory board of CFSE Governance Board and is the 
Founder of both companies – Excel Marco and Attila Cybertech. During the 

course of his career, he has executed many major projects in the Oil & Gas industry both onshore 
and offshore on Process Automation Safety & Control. Having involved with many major Oil 
companies such as Esso, Shell, Sinopec, PetroChina, Total, Mobil, Unocal and so on, he is well versed 
with the corporate standards and practices of these companies. He has also helped to develop key 
product marketing specifications for safety PLC and SIS (Safety Instrumented Systems) in general. 
Over the years, he has maintained focused on Safety PLC related application and was involved in 
conducting training on Functional Safety Standards and Practices. Earlier in his career, he was an 
instructor for several major brands of PLC and automation equipment including Allen‐Bradley and 
Triconex. In the recent years, he has been actively promoting functional safety standards and best 
practices around the Asia Pacific region. David also developed a strong interest in Cyber‐Physical 
Systems (CPS) and he setup Attila Cybertech – an affiliated company of Excel Marco, focusing on 
Critical Information Infrastructure (CII) sectors. His principal work responsibilities include business 
development, marketing, major project management/advisor, training on safety and reliability 
standards and applications. 

Mr Kunal Sehgal 
Managing Director 
Global Resilience Federation, APAC 
 
Kunal Sehgal is the managing director for the Global Resilience Federation 
(GRF) operations in the Asia Pacific. Kunal is based in the GRF APAC 
headquarters in Singapore, where he leads and develops GRF sharing 
communities, partnership programs and events in the region. He is 
currently organising a threat information sharing group for critical 
infrastructure companies interested in the security and financial benefits of 
mutual defence. Prior to joining GRF, he was integral to the creation of the 

Financial Services Information Sharing and Analysis Center (FS-ISAC) presence in Asia, which was 
launched in November 2017. Kunal holds a bachelor’s degree in computer applications and a post-
graduate diploma in cyberspace security. He holds numerous cyber certifications including Certified 
Information Systems Auditor, Certified Information Systems Security Professional, Certified 
Information Security Manager, Tenable Certified Nessus Auditor, Certificate of Cloud Security 
Knowledge, ISO 27001 LA, and Offensive Security Certified Professional. 
 
 
 



 
 
 

Mr Ivan Lee 
Deputy Director 
iTrust Center for Research in Cyber Security 
Singapore University of Technology and Design 
 
Ivan LEE is the Deputy Director, Cyber Security Technologies of iTrust, 
Centre for Research in Cyber Security that was established by the Ministry 
of Defence and Singapore University of Technology and Design (SUTD). 
Recently, iTrust was funded by the National Research Foundation (NRF) as 
the National Satellite of Excellence (NSoE) in Design Science and 

Technology for Secure Critical Infrastructure [DeST-SCI]. Ivan has 19 years of IT experience, assuming 
various tech/tech-management roles in the telecommunication, Good Manufacturing Practice 
(cGMP) and academic sectors regionally. His background includes strategic planning and review of IT 
security initiatives and operation management, performing compliance reviews and support of 
internal and external audits. Ivan is also a Fellow at SUTD Academy and has attended various 
professional training and acquired certifications such as CISSP and SANS. 

 
Mr Lim Thian Chin 
Director 
Critical Information Infrastructure Division 
Cyber Security Agency of Singapore 
 
Thian Chin leads the Critical Information Infrastructure (CII) Division at the 
Cyber Security Agency of Singapore (CSA). The division is responsible for 
building the cyber resilience of the Nation’s essential services across 11 CII 
sectors covering government, utilities, transport and services clusters. His 
team works with sectoral regulators to strengthen the cyber resilience of 
CIIs, to promote confidence-building measures and to deepen the public-
private partnership between the government and CII stakeholders. Thian 

Chin also represents Singapore in International and regional cybersecurity forums where he shares 
his knowledge on CII protection and cybersecurity capability building. Thian Chin has over 18 years of 
experience in Information & Technology governance, risk management, resilience and compliance, 
and Operational Technology cybersecurity. Prior to joining CSA in August 2015, he was responsible 
for the regional Technology Governance function in United Overseas Bank. He also led the 
Technology Risk function in GIC from 2008 – 2013. In his earlier years, he was a Manager and had led 
a team of auditors in Information Technology in Ernst & Young. Thian Chin holds a Bachelor’s Degree 
in Computer Engineering from Nanyang Technological University and is an alumnus of the George C 
Marshall European Center for Security Studies. He is certified as a CGEIT, CRISC, CISM, CISSP, CISA 
and SABSA practitioner. 


