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Third Nuclear Security Summit after Washington 2010 and Seoul 2012

NUCLEAR SECURITY SUMMITS
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VULNERABILITIES TO CYBER
ATTACK
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g Information to support a malicious

CYBER ATTACK SCENARIOS



Covert Agent
Disgruntled Employee/User

INTERNAL THREATS




Recreational Hacker
Militant opponent to nuclear power
Disgruntled Employee/User (no longer employed)

Organised Crime

EXTERNAL THREATS



STUXNET ATTACK
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Computer Security Policy:
Enforceable
Achievable

RESPONSE



Computer Security Plan
Organisation and Responsibilities
Asset Management
Risk, Vulnerability and Compliance Assessment

System Security Design and Configuration
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Penetration Testing
Detect, Delay, Respond
Post-incident Forensics
Training
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“I was navigating by sight because | knew the depths well

and | had done this manceuvre three or four times. ™

T I Francesco Sche<tino
Maxtor Toate Concorncha
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AVOID COMPLACENCY!
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International Conference on Computer Security in
a Nuclear World

Vienna, Austria, 1 to 5 June 2015

http://www-
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IAEA COMPUTER SECURITY
CONFERENCE 2015




