
The Safety and Security of Radioactive 
Sources: past, present and future

Steve McIntosh



M
ed

ica
l te

let
he

ra
py

St
er

ili
za

tio
n 

&
 fo

od
 

pr
es

er
va

tio
n

Ra
di

oi
so

to
pe

 
th

er
m

oe
le

ct
ric

 
ge

ne
ra

to
rs

Industrial radiography

Used worldwide for peaceful purposes



Part I – History of the Code



History

1998



International undertakings:
Action



International undertakings:
Code of conduct



Objective:

“To achieve and maintain a high level of safety and 
security of radioactive sources through the 

development, harmonization and enforcement of 
national policies, laws and regulations and through 

the fostering of international co-operation.”



2000 Code - security

• Range of provisions of 2000 Code were 
relevant to maintaining control over sources

• Some of those provisions explicitly referred to 
needs of “security”

• Focus very much on incidents such as persons 
stealing shiny objects for scrap metal resale 

• No consideration given at that time to possible 
use of sources in RDDs



2000: Actions by Agency’s 
governing bodies



Security environment following the events of 
September 11, 2001

• Radioactive sources, primarily a safety concern in 
past, now considered a security risk

• A “dirty bomb” could
o incite widespread panic
o cause illness and increase cancer risk
o contaminate large areas
o result in evacuations
o severely disrupt the economy

• Shift in international nuclear security efforts to 
include radioactive materials



Nuclear experts warned lawmakers that 
American cities are not prepared to deal 
with the impact of radiological weapons, or 
"dirty bombs." (ABCNEWS.com) 

Weapons of 
‘Mass Disruption’

Experts Warn Lawmakers of 
Vulnerability to 'Dirty Bombs'

W A S H I N G T O N, March 6 —
Nuclear experts told Congress today
that terrorists are not just interested in
weapons of mass destruction they are
also seeking weapons of mass
disruption — weapons, that might kill
no one but would create widespread
psychological trauma.

In testimony before the Senate
Foreign Relations Committee, the

Radiological security gains attention



Widespread vulnerable and orphan sources



Past radiological incidents



• In 2002-2003, the IAEA carried out a 
number of technical meetings to 
revise the Code of Conduct to more 
adequately address security concerns

• Code contains non-legally binding 
guidance for life-cycle control of 
radioactive sources

• Revised Code was approved by IAEA 
Board of Governors in 2003 and 
published in 2004.

Improving international standards



The IAEA Code of Conduct on the Safety and 
Security of Radioactive Sources

• physical 
protection of 
materials

• access controls
• national 

registries
• training
• notification 

requirements
• orphan source 

recovery
• import/export 

guidelines
• emergency 

planning
• inspections / 

enforcement
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Building International Support –
IAEA General Conference

2003 Resolution GC(47)/RES/7 
calls for States to make a 
political commitment to follow 
Code:
“…urges each State to write to 
the Director General that it…is 
working toward following the 
guidance contained in the IAEA 
Code of Conduct…”



Development of Export Controls: 
efforts to improve the security of sources transferred 

across borders
• In 2003-2004, the IAEA began development of international  export 

control guidelines for radioactive sources.  

• Security of these transfers were of concern because they were not 
being tracked and countries were often unaware that large sources had 
entered their territories.

• There was minimal evaluation of whether 
the recipient was licensed to possess the 
sources and whether the receiving State had 
adequate controls.

• While Code contained general export 
provisions, States requested specific 
guidelines so that these transactions were 
carried out in a harmonized fashion.



Guidance on the Import and Export 
of Radioactive Sources Applies to 

Category 1 and 2 
sealed sources

• In 2004, the non-legally binding 
Guidance was approved by the IAEA 
Board of Governors;  it was published in 
2005.

• Represents the first international export 
control framework for radioactive 
sources. 

• An important step forward in preventing 
theft and diversion of materials being 
transferred across borders.



• Export controls,  consistent with the 
Guidance, were incorporated into national 
laws.

• Again, IAEA General Conference called for 
States to make a political commitment – this 
time to follow the Guidance – in 
GC(48)/RES/10.D.

Adoption of export controls



2011 Revision of the import/export Guidance

• In 2011, IAEA convened a consultants meeting to consider 
what revisions may be necessary to Guidance.  Later, it was 
followed by a technical meeting to consider the consultants’ 
recommendations.  The technical meeting was attended by155 
experts from 82 States.

 There was general consensus that the main provisions of the 
Guidance should not be altered.  Participants supported 
revisions to update and clarify text in order to improve 
harmonized implementation. The biggest change was to Annex 
1 which provides a questionnaire for helping assess a State’s 
ability to safely & securely manage sources.

• September 2011 IAEA Board of Governors approved revised 
Guidance and the revised Guidance was published in 2012.



Other IAEA Activities Supportive of 
Radioactive Source Safety & Security Efforts

– Nuclear Security Fund 
– Integrated Regulatory Review Service (IRRS)
– Integrated Nuclear Security Support Plans (INSSP)
– RAIS software for national source registry
– Workshops, Training, Outreach
– Development of International Guidance for Security of Sources 

Guide on Security of Radioactive Sources
IAEA Nuclear Security Series No. 11IAEA Nuclear Security Series  



International Conferences

Vienna, 2003

Bordeaux, 2005

Abu Dhabi, 2013

Rabat, 2003



As of October 2013, 119 States have made a political 
commitment to follow Code of Conduct



And 84 States have made political commitment to 
follow the Guidance



Information exchange



Regional cooperation

Dirty bomb response exercises and orphan 
source searches

Philippines PNRI Source Security 
Working Group  

National Training Course on Physical 
Protection & Security Management of 

Radioactive Sources



International endorsement



Work still to be done



The dose rates, geometry, and all that stuff

Initial activity estimated about 1.5GBq of Cs-137 No neutrons 
detected (i.e. no Am-Be or Ra-Be)

ANSTO survey results indicated 
350 µSv/h near the centre of 
the door (50 µSv/h at 1m)

Also measured 70 µSv/h on the 
right hand side, and 

150 µSv/h on the left hand side

Orphan sources in scrap metal



Orphan sources in scrap metal



Return to supplier



Implementation of import / export guidance



Security of sources



Contractual liability issues



Third party liability
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The ANSTO Regional Security of Radioactive 
Sources Project
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What if?

Marriott and Ritz-Carlton hotel 
bombings, 17 July 2009Australian Embassy 

Jakarta, September 2004

http://www.smh.com.au/photogallery/world/jakarta-hotel-blasts-at-least-four-dead/20090717-dnm6.html
http://www.smh.com.au/photogallery/world/jakarta-hotel-blasts-at-least-four-dead/20090717-dnm6.html
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Objectives

• to improve the physical protection and security 
management of high risk radioactive sources 
throughout their life-cycle, primarily in South 
East Asian countries, and therefore  

• to mitigate the risk of malicious use of 
radioactive material affecting Australian and 
other States’ interests and, 



Objectives

• in the event that prevention fails, ensure 
adequate measures are in place to detect, 
respond to and mitigate the consequences of 
any attempted, or actual, malicious use of 
radioactive sources.
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Methods

a) assistance to regulators and operators in 
implementing the physical protection and 
security management of radioactive sources 
and their associated facilities

b) needs analyses and development, including 
training courses and train-the-trainer 
workshops

c) provision of radiation detection equipment, 
training and  exercises using that equipment



Methods

a) training for, and conducting, orphan 
radioactive source searches and 
management; and 

b) building radiological emergency preparedness 
and response capabilities to deal with dirty 
bomb or sabotage scenarios.
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South East Asia
– Indonesia
– Malaysia
– Philippines 
– Singapore
– Vietnam
– Thailand
– Laos
– Brunei
– Cambodia

South Pacific
– Fiji
– Papua New Guinea
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Regional Security of Radioactive Sources 
Project

Lead Agencies
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Regional Security of Radioactive Sources 
Project Implementation

• International cooperation – relatively informal, peer-to-peer, 
needs-based users in medicine and industry in each country

• Collaboration with the US NNSA Office of Global Threat 
Reduction programs via the Pacific Northwest National 
Laboratory

• Enhancing national expertise and capability, and a security 
culture

• Promoting sustainable national resources and infrastructure 
to address radiation safety, regulation and radioactive 
source security

• Continuity of program delivery since July 2004 leads to trust 
building and further cooperation in the region 
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South East Asian Regional Radiological 
Security Partnership (RRSP)

Review meetings of the RRSP activities and 
achievements 

1. July 2008, first meeting hosted by the Indonesian 
National Nuclear Regulatory Agency (BAPETEN) in 
Bali, Indonesia. 

2. March 2010, second meeting hosted by the Vietnam 
Agency for Radiation and Nuclear Safety (VARANS) 
in Da Lat, Vietnam.



South East Asian Regional Radiological 
Security Partnership (RRSP)

3. January 2012 – third meeting hosted by the 
Philippine Nuclear Research Institute (PNRI) 
in Bohol, Philippines

4. February 2014 – fourth meeting hosted by 
Office of Atomic Energy for Peace in Phuket, 
Thailand
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Outcomes

• Regulations and guidance (international best 
practice)

• Radiation detection equipment 
• On-going cooperative activities on orphan source 

searches and emergency response
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Indonesia BAPETEN Philippines PNRI

Vietnam VARANS

Regulatory Infrastructure for Source Security 
Working Groups with National Authorities
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Improvement of the Buried Radioactive 
Source situation at a Hospital in Cambodia
1. In situ improvement works were 

determined to be the best practicable 
option.

2. Improvements to the security, safety 
and area amenity have been 
completed.
– The site now has enhanced security

and is safe for nearby occupancy.
3. Radiation doses to the public and 

hospital staff from the buried source 
well below internationally 
recommended dose constraints for 
members of the public.

Site prior to commencement of works 

Sign installation 
on top of existing 

concrete slab
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Improvement of the Buried Radioactive 
Source situation at a Hospital in Cambodia

4. Minimal ongoing maintenance.
– design life will allow the source to 

decay to a safe state without any 
further interventions. 

5. The success of these improvement 
works in Cambodia is indicative of the 
RSRS Project's efforts in developing 
close working relationships and 
gaining a good understanding of local 
situations and needs. This approach 
promotes and develops sustainable 
radiation safety and security of 
radioactive sources in less developed 
countries.

Site after completion

Completed shielding enclosure
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Bangkok, Thailand 
April 2007

Subic Bay, Philippines
April 2007 

Indonesia
February 2006

Hanoi, Vietnam
October 2006

Orphan Source Search and Secure 
Workshops
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Radiological Emergency Preparedness and 
Response Workshops

Bangkok, Thailand
May 2008

Rayong, Thailand
April 2010 Bataan, Philippines January 2011

Selangor, Malaysia
January 2010

Selangor, Malaysia
March 2011



Thank you
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